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Abstract: The growth of high speed computer networks and that
of the Internet, in particular, has increased the ease of
Information Communication. In comparison with Analog media,
Digital media offers several distinct advantages such as high
quality, easy editing, high fidelity copying, compression etc. So,
Information Security is becoming an inseparable part of Data
Communication. In order to address this Information Security,
Steganography plays an important role. In present times,
confidential information such as medical records and banking or
financial data and military information is at a risk because of
malicious security threats. The kind of information especially
targeted is the one where the issue of authentication and
authorization is a critical factor. Steganography is the art and
science of information within a video. In this paper, a hash based
least significant bit (LSB) technique has been proposed. A spatial
domain technique where the secret information is embedded in
the LSB of the cover frames. Eight bits of the secret information
is divided into 3,3,2 and embedded into the RGB pixel values of

the cover frames respectively. A hash function is used to select the
position of insertion in LSB bits. The proposed method is
analyzed in terms of both Peak Signal to Noise Ratio (PSNR)
compared to the original cover video as well as the Mean Square
Error (MSE) measured between the original and steganographic
files averaged over all video frames. Video Steganography is one
proposed system which is based on video Steganography,
cryptography and compression, ensures secure and large amount
of data transfer between the source and destination.
Index terms: Steganography, Video Steganography, cover video,
cover frame, secret message, LSB, Cryptography, Decomposition,
HLSB algorithm, AES algorithm

1.

INTRODUCTION

One of the reasons that intruders can be successful is the most
of the information they acquire from a system is in a form that
they can read and comprehend. Intruders may reveal the
information to others, modify it to misrepresent an individual
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or organization, or use it to launch an attack. One solution to
this problem is, through the use of steganography.
Steganography become more important as more people join
the cyberspace revolution. Steganography is the art of
concealing information in ways that prevents the detection of
hidden messages. Steganography include an array of secret
communication methods that hide the message from being
seen or discovered. This technique relies on a message being
encoded and hidden in a transport layer in such a way as to
make the existence of the message unknown to an observer.
Importantly, the transport layer – the carrier file - is not secret
and can therefore be viewed by observers from whom the
secret message itself should be concealed. The power of
steganography is in hiding the secret message by obscurity,
hiding its existence in a non-secret file. In that sense,
steganography is different from cryptography, which involves
making the content of the secret message unreadable while not
preventing non-intended observers from learning about its
existence. Because the success of the technique depends
entirely on the ability to hide the message such that an
observer would not suspect it is there at all, the greatest effort
must go into ensuring that the message is invisible unless one
knows what to look for. The way in which this is done will
differ for the specific media that are used to hide the
information. In each case, the value of a steganographic
approach can be measured by how much information can be
concealed in a carrier before it becomes detectable, each
technique can thus be thought of in terms of its capacity for
information hiding. There are numerous methods used to hide
information inside of Picture, Audio and Video files.[1],[2],[4]
The desire to send a message as safely and as securely as
possible has been the point of discussion since time
immemorial. In this paper a hash based LSB Techniques is
proposed in spatial domain. An application of the algorithm is
illustrated with AVI (Audio Video Interleave) file as a cover
medium. The results obtained are significant and encouraging.
Effort has also been taken to study the steganalysis of the
proposed scheme.[5]

2.

PROPOSED TECHNIQUE

At the sender’s side, take an input file which is the message
file that is either a text file(.txt) or an image(.bmp) and a video
file(.avi) which is the target file and encrypt the plain text.
After that perform steganography on it using the hash based
least significant algorithm. Hence, getting the video file stego.
At the receiver’s side, there is an extractor for extracting the
ciphered message from the video stego file. After extracting

the cipher text perform decryption to get the plain text. Thus,
getting the desired message file.

Figure 2.1: Advanced Steganography and Cryptography
Technique

3.

PROPOSED ALGORITHMS

3.1 Advanced Encryption Algorithm(AES)
AES algorithm is used for the encryption & decryption of data
blocks. It uses 10, 12 or 14 rounds. The key size can be
128,192 or 256 bits depending on the round. This technique
uses 192 bits.[3]
3.2 Hash Based Least Significant Bit (HLSB)
Technique
The proposed technique we will be binding eight bits of secret
data at a time and hide them in LSB of RGB (Red, Green and
Blue) pixel value of the carrier frames in 3, 3, 2 order
respectively. Out of the eight bits of message 6 bits are placed
in R & G pixel and the remaining 2 bits are placed in B pixel.
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As blue is more sensitive and the chromatic influence of blue
is more to The human eye that red and green pixel the
following pattern of 3,3,2 is taken. According to this pattern
small colour change would be very difficult for the human eye
to detect.[5] The embedding positions of the eight bits out of
the four 4 available bits of LSB is obtained using a hash
function of the form,
k=p%n

(1)

where, k is LSB bit position within the pixel, p represents the
position of each hidden image pixel and n is number of bits of
LSB which is 4 for the present case.[5]
LSB bits mostly consists of the parity and the error checking
bits. Thus, changing the LSB bits would not have much effect
as compared to the MSB. Change in the MSB bits leads to a
drastic change in the image of the video which would be
noticeable. Hence, 4 bits LSB technique is used. Robustness of
the technique is increased due the distribution of random bits
as compared to other LSB techniques. After hiding the data the
frames are grouped together and the final stego output video
file is formed. [5]

Figure 3.1: Proposed hash based LSB embedding
technique[5]
4.

The reverse technique is used to decode the secret data. The
video file received is broken into frames and using the same
hash function the data of the secret message is regenerated.
The (HLSB) algorithm works as:
Algorithm at Sender:
1.
2.
3.
4.
5.
6.

Select the cover video file.
Read the video file format.
Break the video in frames
Use the hash function function for finding the
positions shown in equation(1).
Embed the data in 3,3,2 format in the RGB pixels.
Regenerate the video.

Algorithm at Receiver:
1.
2.
3.
4.
5.
6.

Select the stego video file.
Read the video file format.
Break the video in frames
Use the hash function function for position the
positions shown in equation(1).
Retreive the data from 3,3,2 bits of the RGB pixel.
Reconstruct the secret information

CONCLUSION:

Steganography has its place in the security. On its own, it
won’t serve much but when used as a layer of cryptography, it
would lead to a greater security. A secured hash based LSB
technique for video steganography has been presented in this
paper. This technique utilizes cover video files to conceal the
presence of sensitive data. Performance analysis of the
proposed technique after comparison with LSB technique is
quite encouraging. The proposed technique is applied to AVI
files, however it can work with any other formats with minor
procedural modification. A software based Steganographic
Engine for video steganography is the future scope of the
technique.
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