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Abstract— The Vehicular Ad-hoc network (VANET) consists of
mainly three components, they are trusted authority (TA), road
side unit (RSU) and onboard unit located inside the vehicles.
VANET enables vehicles to communicate with each other and
with RSUs. Security is a major problem in VANET. This paper
focused on insider attacks. The insider attackers enter into the
network and send some wrong messages. It results accidents;
traffic block and may damages whole system of the network.
The existing system of this paper shows the demonstration of
insider attacks and the detection of malicious nodes using
consistency checking. But this method cannot prevent the entry
of malicious vehicles into the network and certificate revocation
list (CRL) checking also a major drawbacks of this method, this
produces long authentication delay. The proposed system uses
Hash message authentication code (HMAC) for the prevention
of insider attacks. It replaces the time consuming CRL checking
and reduces the delay and packet loss, increases the message
delivery ratio. This increases the rate of successful message
transfers. Signature generation in addition with HMAC
increases the authenticity and integrity of the message, and is
used for the detection of attacks.

include online playing of game, video streaming, internet
browsing. In VANETs security is a challenging issue.
Attackers enter into the network and send some wrong
messages. It creates traffic jams, the whole system jamming
and sometimes results accidents. So the VANET has to be
protecting to prevent the entry of malicious vehicles in to the
network. The attackers are mainly classified into two and are
insider and outsider attackers.

Index Terms— Vehicular Ad-Hoc networks (VANETs); hash
message authentication code (HMAC), Insider attacker.
I.

INTRODUCTION

The Vehicular Ad-Hoc Networks uses cars as mobile
nodes and create a network. VANET turns every
participating vehicle into a wireless router or allow vehicles
approximately 100 to 300 meters each other to connect. Then
it forms a wide range of network. The three components of
the VANETs are onboard components installed inside the
vehicles, road side unit (RSU) situated on the side of the road
and trusted authority (TA). In VANETs three types of
communications are possible and are vehicle to vehicle
communication, vehicle to road side unit communication,
road side unit to road side unit communication
In VANETs vehicles are communicate with each other
and with RSUs finally the network is connected to a server.
The VANET have wide range of applications and mainly
classified into three, and are traffic efficiency applications,
safety applications, and infotainment services. Post crash
notification, congestion road notification, sudden brake
warnings these are the examples of safety applications. Path
history, path prediction are the some of the examples of
traffic efficiency applications. The infotainment services
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Fig. 1: The Vehicular Ad-Hoc network
Outsider attacks are the attack from the vehicle outside the
network and are not in the part of the network where as
insider attack is the attack from vehicle those who are inside
the network and are more dangerous than outsider attacks.
This paper focused only on insider attacks. The existing
system of this paper demonstrates the insider attacks and the
detection of insider attacks. But it does not prevent the entry
of attackers into the network. Increased message loss ratio,
increased delay are the two major disadvantages of existing
system. The proposed system of the paper uses hash message
authentication code (HMAC) for the prevention of attackers
into the network. It provides both integrity and authenticity of
the message. Here a pair of keys distributed for all the
vehicles in the network. At the time of sending the message
the HMAC is attached with the message, this provides the
authenticity of the message. If we use only HMAC, it is
impossible to find the sender of the message. As the result
before sending the message the sender has to generate a
signature on it. Before accepting the message the receiver has
to verify the sender’s signature on the message. The attackers
fail to provide the digital signature and HMAC. The proposed
system can completely control the entry of attackers into the
network and also reduces the message loss ratio and
propagation delay.
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II. INSIDER ATTACKS IN VANET
The attack inside the network is called insider attack, and
is very dangerous to the network. The insider attackers enter
into the network and send some wrong messages. This results
the system jamming and accidents. At first the insider attack
is demonstrated by using ns2 software. This shows how an
insider attacker attacks the VANET. Then the attack is
detected by using model based consistency checking. Each
vehicle contains a model of the VANET; in this model
average speed of the vehicle is recorded. Before accepting the
message each vehicle has to verify the consistency of the
message by using respective models. If the consistency
checking fails ignore that particular information. But this
method does not control the entry of the attackers into the
network. This is a major drawback of the existing system.
III. DETECTION OF INSIDER ATTACKS
The VANET consists of trusted authority (TA), on board
unit (OBU) and road side unit (RSU). TA manages identities
of all the vehicles in the network. The certificates of the some
of the vehicles are cancelled due to some reasons, and is
called certificate revocation list (CRL). The certificate
revocation lists send to all the vehicles, at the time of
receiving the message, each vehicle have to check whether
the receiver’s name in the CRL. The size of CRL is very
large, so the CRL checking produces long authentication
delay. It reduces the packet delivery ratio, increases the delay
and packet loss.
In the proposed scheme, message send by each vehicle
append with hash message authentication code (HMAC). The
HMAC is calculated by the help of a share secret key. The
message transmitted from sender to receiver consists of
Mi|µ i|HMACkf| (Fi,IDi)
Mi – message sent by the ith vehicle
µi- signature of the message Mi
Kf- Secret key
HMACkf – HMAC computed using secret using secret key Kf
Fi- Hash of the message Mi
IDi – identity of the ith vehicle sending the message
The signature generation can be done by the help of
elliptical curve digital signature algorithm. The HMAC is
calculated by a shared secret key between the sender and
receiver. The TA issues a pair of keys to all the vehicles in the
network. Each vehicle have a public key and private key, the
private key knows only the vehicle and public key is
uniformly distributed to the network. Consider a vehicle A,
the private and public key pair of A can be written as
(Pra, Pua), the private and public key pair of B can be written
as (Prb, Pub). If A wants to send a message to B then first
generate a secret key SAB.
SAB= Pra*Pub= Prb*Pua.
The HMAC is calculated by using this secret key and is
appending with the message, the signatures are generated by
using the public key of B. The B verifies the message the
HMAC by constructing the shared secret key. If the
verification of the HMAC is successful then the sender is
authentic, as only authenticate user can compute shared

secret key using private key. The attacker vehicle not has the
private key, so it cannot create the secret key. This prevents
the attack from the unauthorized vehicle. Once the HMAC
verification success then the receiver verifies the signature. If
the signature verification fails then the sender is an insider
attacker. The checking time for the HMAC is very less
compared to CRL checking
A. Hash message authentication code (HMAC) code
It uses a cryptographic key and a hash function. The
cryptographic hash function, such as MD5 or SHA-1, may be
used for the calculation of HMAC. The cryptographic strength
of the HMAC depends upon the cryptographic strength of the
underlying hash function, the size of its hash output, and on the
size and quality of the key. The MAC is sent to the message
receiver along with the message. The receiver computes the
MAC on the received message using the same key. Then
compares the MAC functions produced by the sender and the
receiver. If the two values match, the message has been
correctly received.
HMAC (K,m)=H((K XOR opad) | H(( K XOR ipad) |m))
H- a cryptographic hash function,
K- a secret key
m - the message to be send
| - the concatenation
Opad- the outer padding
Ipad- the inner padding
B.

Elliptical curve digital signature algorithm
(ECDSA)
The Elliptic Curve Digital Signature Algorithm (ECDSA) is
the elliptic curve analogue of the Digital Signature Algorithm
(DSA).This algorithm is used for digital signature generation.
The ECDSA consists of three main components, and are
given below.





Private key: It is a secret number, known only to
the person that generated it. A private key is a
randomly generated number
Public key: It is a number that corresponds to a
private key, but does not need to be kept secret. The
public key can be calculated from a private key, but
not vice versa. A public key can be used to
determine if a signature is authorized or not.
Digital signature: A digital signature is a
mathematical scheme for demonstrating the
authenticity of a message. A valid digital signature
gives a proof to believe that the message was created
by a known sender, and the content of the message is
not altered at the time of transmission.

IV. EXPERIMENTAL RESULTS
The proposed technique is implemented using NS2
simulator. The parameters used here are packet delivery ratio,
Delay and packet loss.
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Fig.2. Demonstration of insider attacks
The vehicle F claims that, is moving at a speed of 500 Km/hr.
It is wrong information. It result insider attacks in the
network.

Fig.4. Graph for delay
Compared to existing system, the proposed system delay is
very less. This increases the speed of message transfer in the
proposed system.

Fig.3. Detection of insider attacks
The vehicle F act as insider attacker, the TA unit checks the
cryptographic information of F. But F fails to provide
cryptographic information such as HMAC and digital
signature. So it ignore the information from F.

Fig.5. Graph for packet loss
In the proposed system the packet loss is very less. This
increases the rate of successful message transfer.
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Fig.6. Graph for packet delivery ratio
In the proposed system the packet delivery ratio is 98-99
percentages. This make successful delivery of the all the
packets.

V. CONCLUSION
This paper uses a secure data transmission scheme for the
detection of insider attacks in VANET. The Hash message
authentication code provides authenticity and integrity of the
transmitted message and the Elliptical curve digital signature
algorithm used for the signature generation increases the
truthiness of the message. This detect attacks from vehicle
those who are inside the network. HMAC checking replaces
the time consuming CRL checking. This increases the packet
delivery ratio and decreases the delay and packet loss. As the
result data transmission speed is very high compare to
existing system.
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