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 

Abstract—Thispaper proposes an innovative method for 

image steganography in spatial domain approach. This scheme 

is employed for embedding an audio file inside the digital 

images. It uses triplet pixel matching for embedding audio data 

covertly. The scheme improves the level of security in 

communication sector. In extraction algorithm audio secret data 

is recovered safely without distortions. Experimental results 

shows that proposed steganography scheme is more robust 

against steganographic attacks. 

 
Index Terms—embedding  process, extraction process, image 

steganography, robustness, security,  spatial domain ,stego 

image ,pixel pair matching,  triplet pixel matching. 

I. INTRODUCTION 

In recent years there is a tremendous growth in 

telecommunication sector. So there is a need to provide a 

security for all covert communications. The old way to provide 

security for communication is cryptography. But cryptography 

fails to support the robustness of a system. It just performs 

concealing of crucial data. Since cryptography does not hide 

presence of information. Drawbacks of cryptography are 

suppressed by the steganography. Steganography is more 

powerful technique in hiding secret data than cryptography. 

Steganography hides the crucial data inside digital kind of 

media like image, audio, video, internet protocols [1]. 

 

Steganography perform concealment of data using a 

clandestine key of any length. The similar key is used by both 

parties at two opposite ends of communication. Three 

important parameters in image steganography are cover used 

for embedding, key for data hiding and stego image after 

embedding. The party at one end of communication sends 

cover image with data embedded to the other party. The stego 

image is then received is then passed through extraction process 

to recover back the data concealed inside the image. But in 

between this communication the third user attackers would try 

to capture the secured data. To avoid such attacks system 

should be strong enough against these kinds of attacks. System 

should be more robust for covert communication[2]. 

 

The remainder of paper is organized as per the 

following sections. Section II contains literature survey in 

which different ways of image steganography techniques are  
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elaborated.Section III describes methodology. Section 

IVshows experimental results. Section V gives the 

conclusion. 

II. LITERATURE SURVEY 

The steganography mainly contains four basic domains for 

data embedding. They are spatial domain based approach, 

transform based approach, masking and filtering based 

approachand distortion approach. Spatial domain techniques 

include Least Significant Bit (LSB) hides data in least bits of 

cover image [3]. Pixel Value Differencing (PVD) uses 

differences in pixels of neighbouring placed blocks to conceal 

information [4]. Gray Level Modification (GLM) changes 

original values of intensities for embedding [5]. Parity 

Checker Method (PCM) employs the tool of parity checking 

scheme [6]. Exploiting Modification Direction (EMD) 

modifies pair of pixel for concealing secret information [7]. 

Diamond Encoding (DE) has higher data concealing capacity 

the EMD [8].  Optimal Pixel Adjustment Process (OPAP) 

uses LSB bits for data hiding by changing the values of higher 

bits. Adaptive Pixel Pair Matching (APPM) uses pair of pixel 

for data concealing [9]. 

III. METHODOLOGY 

The methodology used is an extension of pixel pair 
matching technique. It embeds audio secret data inside 
digital image. It uses B ary notational system to embed the 
secret data. Higher the value of B larger will be the value 
of payload capacity. It increases the security level of 
communication system than that of previously developed 
spatial domain image steganography schemes [9]. Fig.3.1 
shows the block diagram of methodology used. 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Fig. 3.1: Block diagram of methodology 
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The audio file is first converted into bit pattern. Using the 

number of bits the value of B ary is calculated. Three 

constants are obtained using B value. By using triplet pixel 

matching embedding function the audio secret file is 

embedded inside the digital image. The generated stego 

image consisting of hidden audio file is received. Extraction 

function of pixel triplet matching is applied over the stego 

image received to recover hidden audio file [10]. 

A. Embedding process 

 

Step1: Determine the value of B ary using [10] 

 

                                                                                 (3.1) 

 

where k is called as distortion parameter. 

 

Step2: Determine constants c1, c2, c3 and neighbourhood set 

using the optimization rule as [10] 

 

Minimize:                                                                (3.2) 

 

where,f(xi, yi, zi) ∈ {0,1,…,B−1} 

f(xi, yi, zi) ≠ f(xi, yi,zi) if i≠j 

                 For 0≤i, j≤B−1 

Step3: Convert audio secret data into B ary notational system 

value 

 

Step4: Take three pixels using and find pixels from 

neighbourhood set which has same embedding function value 

as that of secret digit in that base system. The embedding 

function value is determined using following function [10] 

f (x, y, z) = ( c1x+c2y+c3𝑧 ) modulo B         (3.3) 

 

Step5: Replace three pixels with searched pixels coordinates. 

 

Step6: Repeat entire procedures until all audio bits are get 

embedded inside image. 

 

B. Extraction process 

 

Step1: Calculate B value. 

 

Step2: Encode secret bits to B ary notational system. 

 

Step3: Using key generate non repeated pseudorandom 

sequence. 

 

Step4: Take three pixels using and find pixels from 

neighbourhood set which has same embedding function value 

as that of secret digit in that base system. 

 

Step5: Repeat the steps 2 and 3 until all data get extracted 

from image. 

 

Step6: The audio data is recovered back by converting it back 

into binary pattern. 

 

 

IV. RESULTS AND DISCUSSION 

This section shows experimental results obtained using 

proposed scheme. The proposed scheme is applied on 

standard 512×512 two images. Two standard images used for 

proposed method are shown in Fig. 4.1. 

 

 
 

Fig. 4.1: Standard images a)boat b)airplane 

The audio file used has following specifications as shown in 

Table 1. 
Table 1. Specifications of secret audio file 

 

Specifications Values 

File name Sample1.wav 

File size 2 KB 

Sampling rate 11025 Hz 

 

Performance results of methodology used for both standard 

images are shown in following Fig. 4.2.and Fig. 4.3. 

 

 
 

 
Fig. 4.2: Results for boat image a)original boat image b)embedded image 

c)embedded audio d)extracted audio 
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Fig. 4.3: Results for airplane image a)original airplane image 

b)embedded image c)embedded audio d)extracted audio 

 

To check the quality the image between original cover image 

and stego image Peak Signal to Noise Ratio (PSNR) is 

calculated.  Mean Square Error (MSE) is calculated as 

 

                                                                                     (4.1) 

 

 

where M×N denotes the image size, pi ,j  , pi,j
’ 
and denote the  

values of the original image and the stego image, respectively. 

PSNR is then defined on a logarithmic scale in decibels.                                                                  

 

(4.2)                                         

 

 

Test of robustivity is performed under salt and pepper noise. 

To test robustness of a system Noise Cross Correlation (NCC) 

factor is calculated using following function. 

 

 

                                                                               (4.3) 

 

 

 

A. Before attack results 

Table 2.Boat and airplane images results before attacks 

 

Images PSNR NCC 

Boat 54.09 1 

Airplane 54.14 1 

 

B. After attack results 

To check robustness of a system under attack salt and 

pepper noise is chosen.  Robustivity is capability of a system 

to withstand against the unauthorized user attacks. The salt 

and pepper noise is most of the times get observed in images. 

Fig. 4.4 and Fig. 4.5 shows results of two images under salt 

and pepper noise. 

 

 

 
 

Fig. 4.4: Results for boat image a)original airplane image b)stego image 

with noise c)original audio signal d)noisy audio signal 

 

 

 
 

Fig. 4.5: Results for airplane image a)original airplane image b)image 

with noise c)original audio signal d)noisy audio signal 

 

Due to effect of salt and pepper noise PSNR and NCC 

values get affected. PSNR and NCC values after salt and 

pepper attack are reduced after attack. Simulation results for 

two images under attack are given in Table 3. 

 
Table 3.Boat and airplane images results after attacks 

 

Images PSNR NCC 

Boat 25.26 0.9951 

Airplane 24.95 0.9954 
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V. CONCLUSION 

The proposed scheme shows high value of PSNR. This 

shows the quality of embedded image is good. There is no 

difference is observed in between cover image and the 

stego image. It is also resilient to steganalysis. The best 

possible audio signal is retrieved under attack. 

Experimental results show the tradeoff between 

robustivity of a system and security. 
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