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Abstract— Abstract: Now a day’s intrusion detection
systems are available in various fields for inspection of
malicious activities. For security for its fullest the system
collects and inspects the collected information from
various origins (warnings) and makes use of the
information for further analysis of malicious activity.
This paper gives the review of various methods under
intrusion detection. Also a review of current scenario,
news and research activities are mentioned in this paper
for the advancement of research in various intrusion
detection techniques.

Index Terms— IDS, ID, NIDS, PwC
I. INTRODUCTION
Intrusion detection system is a system mainly
dedicated for the security of computers and networks.
In order to ensure the complete security the system
gathers and monitors the collected information from
various origins which can be also called as warnings.
Intrusion may be either attack that is from other
organization or misemploy i.e. an attack within the
organization. Intrusion detection uses unguarded
assessment (also called as scrutinizing), which is a
technology developed to assess the security of a
computer system or network. Section II will give brief
idea about the functions included about intrusion
detection system. Section III describes the host and
network based systems. Section IV shows the chart of
the failure percentage while achieving security in
different countries.

 Analyzing
system
configurations
and
vulnerabilities
 Assessing system and file integrity
 Ability to recognize patterns typical of attacks
 Analysis of abnormal activity patterns
 Tracking user policy violations
The purpose of the intrusion detection (ID) systems is
to provide security in terms of acknowledgement to the
increasing number of attacks on major sites and
networks. The shielding of security is becoming
increasingly demanding, because the possible attacks
on various technologies are becoming ever more
experienced day by day. A beginner can easily attack a
system as less technical ability is required for the
beginner attacker, because past methods are easily
accessed through the web. Typically, an ID system
follows a two step procedure. The first procedure is a
host-based and are considered the passive component,
these include:
 Inspection of the system's configuration files to
detect inadvisable settings;
 Inspection of the password files to detect
inadvisable passwords;
 Inspection of other system areas to detect
policy violations.
The second procedures are network-based and are
considered the active component which includes:
 Mechanisms are set in place which will react to
known methods of attack and also will record
system responses. Figure 1 explains the
various functions involved in IDS

II. FUNCTIONS
Intrusion detection mainly includes the following
function in order to have successful identification of
the attack.
Intrusion detection functions include: Monitoring and
analyzing both user and system activities. This mainly
covers the following points.
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III. HOST AND NETWORK BASED IDS
Host based systems: Host means a single source.
Host-based intrusion detection systems are aimed at
gathering information about activity on a particular
single system, or host [1]. This single source of
information can also be termed as a sensor. Whenever
a machine is susceptible to malicious attack, these
host-based agents, who are sometimes referred to as
sensors, would be installed on a machine. As the term
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―host‖ refers to an individual computer, a separate
sensor would be by default needed for every machine.
Sensors work by collecting data about events taking
place on the system being monitored. This data is
recorded by operating system mechanisms called audit
trails [2]

Network-based Systems (NIDS): As in case of host
based system wherein single user is responsible for
attack, here in Network-based intrusion detection
systems offer a different concept.

Figure 1: IDS Functions

―These systems collect information from the network
itself,‖ [1] they operate essentially based on a
―wiretapping concept,‖ as in mentioned. Information is
collected from the network traffic stream, as data
travels on the network segment [3]. Network based
IDS checks for attacks or any irregular activity or
irregular behavior by investigating the contents and
other related information all the packets moving
around in the network. The network sensors come
along with ―attack signatures‖ that are rules on what
will constitute an attack [4] and most network-based
systems give permission to advanced users to define
their own signatures. Due to this signatures of the
attack the system are developed customized to
individual networks need based on the different types
of usage. The sensors then compare these signatures to
the traffic that they capture, this method is also known
as packet sniffing [1], and allows the sensor to identify
hostile traffic.
Table 1 shows the Latest intrusion detection news in
the well-known research countries like UK, India and
Europe. According to PricewaterhouseCoopers (PwC)

polled information 9,805 executives from 154
countries, including more than 475 from the UK,
across all industries, report on challenges faced by
companies in defending against cyber attacks. The
count of reported security incidents around the world
rose 48% to 42.8 million, the equivalent of 117,339
attacks a day in 2013[5]. There are also many booming
areas in the field of research in IDS. According to
TechSci Research report "Global Intrusion Detection
Systems / Intrusion Prevention Systems (IDS/IPS)
Market Forecast & Opportunities, 2020", the IDS/IPS
market across the globe is forecast to grow at over 9%
through 2020 [6]. One of the leading security services
provider, STANLEY Security and Digital Barriers
have come together in order to offer an innovative fully
automated intrusion detection application to the
European remote alarm monitoring market. One of the
news from India in the current year tells about the great
achievement of the Perimeter Intrusion Detection
System (PIDS) which was been installed at
Chhatrapati Shivaji International Airport (CSIA) was
successful in detecting its first offender after a
22-year-old man scaled the airport’s perimeter wall at
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late night. Also in the India at Mumbai airport IDS is
planned to be implemented [9].
Placement of IDS Monitors and Sensors
Figure 2 shows the placement of IDS monitors and
sensors. As shown in the figure the sensor must be
placed in the network in order to monitor the traffic

and analyst it for any malicious activity. In case of such
malicious attack sensed, the command and control
channel should get the information. Accordingly this
channel may take respective measures to prevent the
attack.

Figure 2 : Placement of IDS monitors and sensors.

IV.FAILURE PERCENTAGE TO HANDLE SECURITY
ISSUES
Though many successful stories come across while
dealing with IDS, there are many users or hackers
involved in this, to grab the secured environment.
Figure 3 shows the failure percentage which has come
forth for detecting the various attacks.
Though ht failure percentages are not so bad in the
current scenario, but still the fact lies that the systems
are not up to the mark in order to stop the attacks.
Now a day’s intrusion detection systems are more
focused for cloud computing and security challenges.
This is due to the large use of cloud computing by IT
sector [11]. Due to the complexity in detecting a
malicious activity hybrid systems have also been
developed which works on the principle of fuzzy and
genetic algorithm [12].

Figure 3: Failure % in security issues.
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TABLE 1: LATEST INTRUSION DETECTION NEWS
Country

News

Year

Source

Reference

UK

UK falling behind in cyber intrusion detection, study shows

2014

Computerweekly

[5]

Global Intrusion Detection Systems / Intrusion Prevention Systems
(IDS/IPS) Market Forecast and Opportunities, 2020

2015

Prnewswire

[6]

STANLEY Security joins forces with Digital Barriers to deliver
intelligent analytics

2015

Axis

[7]

Airport’s intrusion detection system spots its 1st offender -An alarm
went off and the patch of the PIDS ―wall‖ began to blink inside the
monitoring room at airport. -

2015

Indianexpress

[8]

Intrusion detection system to make Mumbai airport more secure

2010

Dnaindia

[9]

Europe

India
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V. CONCLUSION
The recent breach at the Office of Personnel Management
(OPM) has garnered significant attention over the past three
months – and justifiably so, given the extent and value of the
stolen data [10]. However, if we want to identify a system
infected, the amount of data loss is the only identical
characteristic of any incident on a particular system. Research
tells the challenges begin with attack detection. There are
many organizations which have been failed often to detect
successful targeted attacks until a long period of months or
years have passed, and some of them also rely on third-party
notifications to do so. Even though the organization has the
sources of threat intelligence, they lack the tools or visibility
necessary to effectively use them. There are research areas
where Intrusion detection software is trying to lower Internet
of Things (IoT) risk. However IoT devices bring the promise
of business optimization, remote patient monitoring, and
assistance in finding parking spaces, increased automation,
and a host of other benefits, some not yet even conceived. But
this vast proliferation of connected devices also creates an
ever expanding attack surface for cyber attacks.

[12]Rout, G.P. ; Mohanty, S.N. ―A Hybrid Approach
for Network Intrusion Detection‖ IEEE, COMMUNICATION
SYSTEMS AND NETWORK TECHNOLOGIES (CSNT), 2015
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