ISSN: 2278 – 909X
International Journal of Advanced Research in Electronics and Communication Engineering (IJARECE)
Volume 5, Issue 4, April 2016

Reliable Geographic Routing for Cluster Based
Wireless Sensor Networks
M.Balapriya, T.V.P.Sundararajan, P.Savitha


Security is one of the crucial requirements for these wireless
network services. And to implement the security is therefore
in industries and civil organizations where monitoring and
of prime importance in some networks. Provisioning
recognition of physical environment are a priority. Their
protected the communications between mobile nodes in
possible applications are expected to be intensely applied in hostile environment, in which malicious attacker can launch
different types of domains such health, agriculture, habitat the various attacks to disrupt the network security.
monitoring, routing traffic, security and military. WSN
The limited battery power and the difficulty in recharging
represent a reliable technology that attracts more and more
the
batteries in a hostile environment to require the sensors to
considerable research attention in recent years. Wireless Sensor
be
deployed
with a highest density for a long lifetime of
Networks (WSNs) consist of a large number of devices called
network. Distributed clustering techniques to be more useful
sensor nodes scattered among a geographical area called sensor
fields. These nodes are attempted to collect information or data in the WSNs. Low Energy Adaptive Clustering Hierarchy
which is forwarded through gateways called base stations. In (LEACH) [11] selects CHs based on a predetermined
this paper the selected cluster heads have equal number of probability of order to rotate the cluster head role among the
neighbors and residual energy. By using geographic routing
various sensors to balance the residual energy of the sensor
protocol the routing path will be secured and malicious node
network. Following the idea of LEACH protocol, a number
will be identified. By using this protocol the packet delivery
of various protocols have been presented among in the
ratio and throughput will be increased.
literature [9], [10], and [25].
In absence of infrastructure, sensor nodes in a WSN have
Index Terms—Clustering, Energy-Efficient, Malicious node,
to
implement
the aspects of network functionality themselves;
Geographic routing
and they act as both end users and routers, which relay
packets for other nodes. So the conventional network, to
I. INTRODUCTION
another feature of WSNs is the open network environment
Wireless sensor network (WSN) consists of several tiny conditions where the nodes can leave and join the network
and low-power sensors which is used as radio frequencies to freely. Therefore, then the wireless and dynamic nature of
perform distributed sensing tasks. WSNs find their WSNs to expose them more vulnerable and to different types
applications in many areas that will be including such as fire of security attacks various than the wired networks. Wireless
detection, battlefield surveillance, plant monitoring, leakage sensor networks (WSN) is based on intelligent transportation
of toxic chemicals, gas detection and radiations [1]–[5]. In systems (ITS) have emerged as a cost effective method to
such WSNs, a large number of sensors are deployed in a field bear a pivotal potential to overcome some of the difficulties.
of interest (FoI) in stochastic manner of sensor network. In This method enables a new broad range between the smart
stochastic field of deployment, sensors are usually dropped city applications along the urban sensing including various
randomly in large numbers to guarantee reliability [1], [4], traffic safety, vehicular warning services, road state
[6], [7]. By minimizing the energy consumption while monitoring, traffic congestion control and parking
ensuring the connectivity of a network is an most important management.
issue to be addressed in sensor network because the batteries
powering the sensors may not be often for accessible for
recharging in sensor network. Cluster-based routing in WSNs
has been investigated by researchers to achieve the network
management and scalability, which maximizes the lifetime of
the network by using local collaboration among the sensors
field [2]–[5], [8]–[14]. In a clustered network, every cluster
has a cluster head (CH). CHs periodically select and collect
the data, aggregate, and forward data to the sink.
Abstract— Wireless Sensor Networks (WSNs) mostly used
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Fig.1 WSN Communication architecture
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Wireless Sensor Networks consists of sensors fields and
sensor nodes which are distributed in an ad hoc manner.
These sensors are work with each other to sense some
physical conditions and information gathered to be processed
and to get relevant results.
A. Data Aggregation in WSNs
Data coming from multiple sensor nodes are aggregated if
it has the same attribute of the physical phenomenon when
reach the same routing node on the way back to the sink. In
this fig.2 mentions that the data will be aggregated to the
source from the sink.

B. Route Optimization Technique
The goal of route optimization technique methods to
achieve a path from the source to the sink but also wants to
achieve the goal at a minimum cost of network, i.e. shortest
path in terms of various hop counts among malicious node.
Most of the literature method on routing method in WSNs
does not have any of the special treatment for the malicious
node in a FoI [1], [4], [6], [7], [31]. In this section, the
proposed method is ROT in clustered sensor network to
optimize the path length of node during data transmission
without any extra overhead. In the early phase of ROT, a
backbone sensor network will be constructed by using the
proposed EHC, where the sensor is a cluster head or the
member of a cluster. Consider a network of source CH i and a
sink t as shown in Fig. 3. Before i send data to the sink t, it
will identify the unauthorised node in network between t and
itself. If there is no malicious node, i forward data to the sink
t using geographic forwarding (GF) [16]. Otherwise i find a
shortest path to sink (SP) to t, denoted by −→ i t, through the
view vertices of malicious node using Dijkstras shortest path
[24] algorithm. i will be sets the view-vertices along SP as
the intermediate destinations (IDs). When the data reach to
the nearest CH of ID, denoted by j, ROT reruns between j

and t to find a new SP. The pseudo code of ROT is described
in Procedure 3.

Fig.2 Data aggregation
B. Security
Wireless communications to impose more security issues
namely, jamming, physical
compromising of motes and
criminality attacks etc. This makes the security handling
mandatory for any proposed WSN based solution.
II. RELATED WORK
A. Clustering in WSNs
In clustering network the limited battery power will be
difficulty in recharging the batteries in a hostile
environment require that sensors will be deployed with the
high density for a long lifetime of WSNs. Distributed
clustering techniques are more useful in sensor network.
Low Energy Adaptive Clustering Hierarchy (LEACH) [11]
selects Cluster head based on the predetermined probability
in order to rotate the cluster head role along with the sensors
to be balance of the residual energy of the sensor network.
Following the idea of LEACH protocol, a number of
various protocols had presented in this literature [9], [10],
and [25]. Hybrid Energy-Efficient Distributed (HEED) [13]
clustering selects the cluster heads based on the residual
energy of the network sensors and a secondary parameter,
such as proximity to nearby neighbours. SPAN selects CHs
based on that residual energy and more number of
neighbours [14]. The cluster head form a network that is
used to forward the data to sink. An Energy Efficient
Clustering Scheme [26] allocates and selected a few
number of sensors to clusters with the longer distances from
source to the sink. A Fuzzy-logic method is based on the
clustering approach is proposed in [2].

Fig.3 Flowchart of reliable geographic routing
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III. SYSTEM IMPLEMENTATION
A. Network design
To create a network with the number of nodes which is a
wireless sensor network and going to creating the network
with the WSN specifications i.e., each node can be
communicate with any other node directly to which are in
coverage area of the node. Then forming one leader node
which is known as traffic manger which will controls the
traffic of the entire network and remaining are normal
nodes. The sensor nodes are usually to be resource
constrained with respect to computation capability,
bandwidth, memory space, and power supply. The
network users use some mobile devices to be
disseminating data items into the network. The network
owner is responsible for generating keying materials.
B. Monitoring the traffic

accurate location information in order to finding of pin
point of route and the location of a fault in discovery
process. Unfortunately, an attacker can easily manipulate in
network that are none secured information present in
location by reporting the false signal strengths and
replaying the signals. To check trust list whenever a node
wants to send the data and it will send route request to all
other nodes.
The node which are received by the route request packet
will checks the node in route discovery process whether that
node is present in true list or not if presented means it will be
forward to other nodes and it repeats until it reaches
destination. Route trust is computed by the every node for
each route in routing table. It measures a reliability with a
packet can reach to the destination, if forwarded by the node
to particular route in network. The route will be trusts are
initially unknown. RREQ's are sent by source node and the
routes are established to the destination node as in GPSR.
IV. PERFORMANCE EVALUATION

To monitor the traffic, it will be handled by the Traffic
manager which is to be leader node. It is going to controls
the entire network i.e., it will be monitors all the nodes and
checks which are giving good response based on that it will
be allow other nodes to communicating each other.
Networks are assigned aggregation privileges by the
trusted authorities in a PKI of the network owner. However,
the network is owner may for various reasons; impersonate
network users to aggregate data items.
The compromised entities are regarded as inside
because they are members of the network until they are
identified. The adversary controls of these entities to attack
the selected network in arbitrary ways. For instance, they
could be instructed to aggregate false or harmful data,
launch attacks such as DoS attacks or Sybil attacks and be
non-cooperative with the other nodes.
Data gathered by the individual nodes ultimately routed
to the base station. A rate monitoring attack simply makes
use of idea that nodes are closest to the base station that
tends to forwarded more packets than the farther away
from the base station. An attacker needs to only monitoring
which nodes are sending the packets and follow those
nodes is sending to the most packets. In time correlation
attack of traffic monitoring where an adversary node can
simply generates monitors and events to which a node
sends its packets.

A. Packet Delivery Ratio
The packet delivery ratio is a ratio of the number of
packets that are received by the sink over packets to the
network by the source.Fig.4 shows the overall delivery ratio
for the entire duration of the simulation. It can achieve a
stable performance for the entire duration.

C. Route discovery process
A node wants to communicate with other node in
discovery process whenever it has to find the route for
forwarding the data in the network. In this route discovery
process if any new node is entered means there is a chance
of that a hacking node may be present. So that to avoid that
hacking nodes for secure data transmission. For this reason,
the nodes are maintaining a correct list known as true list, in
the nodes are going to be store about their other nodes to
finding the secure route. To create trust list nodes are going
to create a name list known as true list, in this list they are
going to store the node information’s in the network which
given proper response to the traffic manager. The utility of
a sensor network will relay on its ability to accurately and
automatically to locate each sensor in the network. A sensor
network that is designed to locate faults will need to be

Fig.4 Packet Delivery Ratio
A.Throughput
Throughput is the total number of packets that are
received by simulation time. In this fig.5 the throughput is
increased in certain time. The total number of packets will
be received correctly by using aggregation protocols.
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V. CONCLUSION
In this paper, by using a geographic routing scheme that
enhances the security of WSN. By this method to secure
routing path will be established in malicious environments. In
this performance of our scheme, which improves throughput,
packet delivery ratio and packet loss will be decreased. By
using GPSR the reliable data transmission will be obtained
and the routing path also secured.
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