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Abstract—Image encryption is a vital process used in many
applications like defence, military, medicine etc. which require
secure transmission of data. Advancements in information and
technology made it necessary to cope up with the new
encryption techniques that are evolving day-to-day. This paper
proposes one such advanced technique for image encryption
which maintains a trade-off between the speed and security.
This paper mainly focuses on quaternion based loss-less
encryption of medical (DICOM) images, but this technique can
also be applied to other images also. The special property of
quaternions i.e., quaternion rotation is the fundamental
principle of the entire encryption process. In this paper we
analyze the already existing quaternion based image encryption
method and we make some significant changes in the algorithm
that ensures the increase in the security level of the encrypted
image. Detailed analysis with regard to security analysis and
implementation are given.
Index Terms—Encryption, Quaternion rotation, Security,
medical images.

I. INTRODUCTION
Digital image is a two dimensional arrangement of pixels
such that they give information about the positions, sizes and
inter-relationship between the objects. Acquiring information
by looking at an image is more convenient than going
through the text. Hence digital image processing has acquired
irreplaceable position in our day to day activities.
As the world is entering into a fully digitalized era, the same
is happening even with the medical industry. Instead of
sending the reports of patients in a paper format, now they are
digitalized and are transmitted over computerized networks
with full security as some of them might be confidential and
while transmitting them over computerized networks, they
are prone to vulnerable attacks. So it is quite necessary to
encrypt the medical data before transmitting it over a
network.
A. Background
Digital imaging and Communication in Medicine (DICOM)
[1] is a standard for handling, storing and transmitting
information in medical imaging. The DICOM standard was
developed for reliable and secure transmission of medical
data. It also offers low degree of security and it is the choice
of implementer to decide the degree of security features
needed. Due to the increasing importance of information,
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secured transfer and storage of data has become a serious
issue. Currently, the techniques used in the transmission and
communication of medical data i.e., DICOM images are
Advanced Data Encryption Standard (AES) and Triple Data
Encryption Standard (Triple DES) algorithms [1]. These are
the traditional methods used in encryption and cryptography
that take substantial time and are vulnerable to advanced
security attacks. Hence there is a need to meet the
requirements of the modern day technology. Here,
Quaternions come into the picture which will offer more
security than the existing traditional methods along with the
increased speed of operation when implemented effectively.
B. Contribution
In this paper, we analyze an algorithm for encryption of
images based on quaternion rotation. While developing our
encryption algorithm, we observed that it is possible to
modify the cipher to achieve security as well as fast
computation speed. The main purpose of this paper is to show
that it is possible to secure large volumes of medical data by
introducing a lossless and fast encryption process. Though
some changes are needed to be made in the DICOM network
structure, it will add on with another benefit of increased
security than the existing methods. While analyzing the
algorithm and comparing the existing methods, it is necessary
to obtain a trade-off between the security and computation
speed. Securing medical data through adaptive encryption is
very promising for reducing the processing time and
improving the security level. Encryption based on
quaternions can be computed quickly than matrix
multiplication. The secondary focus is to propose ideas for
future research and analysis. The content of this paper could
be considered a potential impetus to proceed for further
research. There is a lot of scope for future work in this area
and can be worked upon to achieve tremendous result
towards cryptography.
C. Structure
Information regarding quaternion calculus is given in
section 2. The main principle involved in this proposed
encryption algorithm is explained in section 3. The key
matrix required for the encryption and its generation is
defined in section 4. Section 5 gives detailed explanation of
the proposed algorithm, its structure and flow charts. Section
6 and section 7 explains the simulation results and
comparison of the proposed algorithm with that of existing
algorithm [9]. Various security attacks are presented in
section 8. Conclusions are discussed in section 9.
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II. QUATERNION CALCULUS

Quaternions [2] are hyper complex numbers of rank 4 and
have two parts – a scalar part and a vector part which is an
ordinary vector in 3D space. A quaternion q is defined by a
formula [2],[3]:
(1)
q  a  bi  cj  dk
where a, b, c, d are real coefficients of quaternion and i, j, k
are the imaginary units with the following properties:

i  j  k  ijk  1;
ij  k   ji;
jk  i  kj;
(2)
ki  j  ik ;
2

2

the idea of quaternion encryption. Let us consider two
quaternions P=[b c d]T and q=[w x y z]T, where a vector [b c
d]T represents vector part of the quaternion P with a zero
scalar part will store information about a piece of data which
we want to rotate around quaternion q. The obtained
quaternion Prot will be a spatial mapping of the rotated data
T

vector [b c d] . The quaternion rotation is represented as:

Prot  q.P.q 1

2

The above equation forms the pillar for the entire
encryption process proposed in this paper.
IV. GENERATION OF KEY MATRIX

A quaternion could also be considered a column vector
represented as

q  [a b c d]T


(6)

or q  (a, v ) = (a, [b c d] ) (3)
T

The sum of two quaternions q1, q2 is obtained by adding the
corresponding coefficients similar to that of adding two
complex numbers [2], [3]:

q1  q2  (a1  a2 )  (b1  b2 )i  (c1  c2 ) j  (d1  d2 )k (4)
The product of two quaternions is more complicated due to
the anti-commutative property i.e., as in the real numbers, the
product of two quaternions is not commutative. The product
of two quaternions q1, q2 consists of a scalar product and a
vector product.(◦ denotes the scalar product and × denotes the
vector product) [4]:

  
  
q1.q 2 =(a1a2  v1  v2 , a1 v2  a2 v1  v1  v2 )

In order to perform encryption of the image or data, we
need a Key or Cipher matrix which is generated using the
Rotation matrix of the quaternions. The rotation matrix for a
given quaternion q=[w x y z]T is represented as
follows[4]-[6]:

 w2  x2  y 2  z 2
2 xy  2wz
2 xz  2wy 


2
2
2
2
(q)   2wz  2 xy
w x  y z
2 yz  2wx  (7)
 2 xz  2wy
2 yz  2wx
w2  x 2  y 2  z 2 

The rotation matrix defined above will allow us to
calculate the quaternion key matrix without the additional
need of quaternion calculation tools. The rotation matrix
shown in equation (7) is directly linked to the given
quaternion. It is also possible to calculate higher rotation
matrices which will increase the security of the encrypted
data. The process of creating first order quaternionsfrom
initial rotation matrix can be as shown in the following
figure:

(5)

In this paper,’.’denotes the quaternion multiplication. It is
important to define other properties of quaternions like
conjugate, norm and inverse of a quaternion.
Conjugate
Norm

q*  a  bi  cj  dk

q  a 2  b2  c 2  d 2

Inverse

q 1 

q*
q

2

III.



a  bi  cj  dk
a 2  b2  c 2  d 2

QUATERNION ROTATION

There are many ways of representing rotations of objects in
three-dimensional space. One of them is by using
quaternions. The possibility of using the Euler representation
also exists; however, quaternions, due to their unique
properties, have become much more popular. In order to
obtain a quaternion rotation, we need to possess a quaternion
around which we will be rotating another quaternion. If we
consider the rotated quaternion as a data vector in
three-dimensional space, then we will be able to implement

Fig. 1. Creating first order quaternions from initial rotation
matrix
From the above figure, it is easy to notice that as the
rotation order increases, more number of quaternions of that
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order will be obtained, from which other rotation matrices
can be calculated. If we assume m as a rotation order, then the
number of rotation matrices obtained for that order n will be
equal to 3n. So, in order to obtain higher order matrices, we
need to define lower order matrices first i.e. the process is
iterative.

our work, the matrix multiplication is replaced with
quaternion multiplication.
The algorithms for encryption and decryption are shown in
the following figures.

V. PROPOSED SCHEME
A. Encryption Concept
The quaternion encryption method implemented in our
algorithm is entirely based on quaternion rotation (6). The
medical image i.e. DICOM image is a 16-bit image. As the
quaternions can be currently applied to only 8-bit images, it is
needed to split the DICOM image into two 8-bit images by
separating higher and lower order pixels as shown in the
following figure:

Fig. 2. Decomposition of a DICOM image
After decomposing the DICOM image into two binary
images, encryption has to be performed on each 8-bit image
independently. If there is a 32-bit image, then it is to be
divided into 4 eight bit images and encryption has to be done
to each image individually.
Let the given image be B and initial quaternion be q, then
the encryption and decryption processes are based on the
following equations:

Brot  q.B.q 1

Fig. 3. Process of Encryption for the proposed quaternion
scheme

(8)

1

B  q .Brot .q

(9)
where Brot is the rotated quaternion B. Each data quaternion
B can be encrypted with a different higher order quaternion
key q computed according to the rotation matrix algorithm
(Fig. 1).
B. Quaternion rotation based algorithm
The proposed algorithm can be used to images as well as
textual data. The proposed scheme is based on a modified
Fiestel cipher network which is similar to the one proposed
by Sastry and Kumar [8].
In order to encrypt a 16-bit DICOM image of size p xq, we
need to first decompose it into two 8-bit gray tone images
each of size p x q as shown in (Fig. 2). The two images are
taken as input to our algorithm. Each image will be
encrypted separately.
Let us now consider a plain text T, which is taken from one
of the two obtained gray tone images. The plain text is
written as matrix Tof equal size (p x q). Each element of the
matrix is in range 0-255. Now, for the purpose of algorithm,
the matrix has to be rearranged into m rows and 2m columns.
If the numbers of elements in the matrix are not sufficient,
then the remaining elements are to be filled with random
numbers in the range 0-255. The new obtained matrix is
divided into two square matrices each of size (m x m) L and
R. These matrices are then written as quaternions L and R. In

Fig. 4. Process of Decryption for the proposed quaternion
scheme
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VI. SIMULATION RESULTS
The proposed scheme is scrutinized on computer based
simulation. The entire algorithm is implemented in
MATLAB2014a. For our tests we performed 4 rounds in the
proposed scheme (each round with two different quaternion
keys) and compared it with the existing quaternion
encryption method [9] over a machine whose configuration is
Intel(R) Core(TM) i3-5020U CPU @ 2.20GHz, 4 GB RAM,
64 bit Win 10; The results of encryption and decryption are
shown in the following figures:

The histograms of both encrypted and original images are
shown in the following figures:

Fig. 8. Histogram of the original image

Fig. 5. Original Image

Fig. 9. Histogram of the encrypted image
From (Fig.8), we can see that the pixels of the encrypted
image are governed by the uniform distribution.

VII. COMPARISON
The following table shows the performance of both existing
method and the proposed method in terms of various
parameters.
TABLE 1
Fig. 6. Encrypted Image

COMPARISON OF VARIOUS PARAMETERS OF E XISTING AND
PROPOSED ALGORITHMS
Parameter
Execution time [s]
Correlation
MSE
PSNR(dB)

Existing
Algorithm
5.36
1
7.727e-07
30.79

Proposed
Algorithm
4.23
1
4.846e-18
32.68

VIII. SECURITY ATTACKS

Fig. 7. Decrypted Image

The proposed algorithm is implemented and checked
against various attacks like plain text attack, brute search
attack and differential attacks. It is impossible for the intruder
to predict the correct image even if he knows 99%
information regarding the cipher. The proposed algorithm is
verified for the avalanche effect i.e. if one bit change occurs
in the key, then there will be 50% difference between the
original encrypted image and the obtained image.
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IX. CONCLUSION
According to the simulated results given in this paper, we
can conclude that the good randomness of bit sequences can
be obtained using the proposed method and the vulnerability
to attacks is also verified considering various security attacks.
The proposed method is also efficient in terms of speed and
security even for the large volumes of medical data. Hence,
this quaternion based method will assist as an important
application for encryption of image as well as data. This
quaternion based encryption method can be further improved
to apply directly for 16-bit image and changes can be made to
the algorithm to make it more robust in future.
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