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Abstract— Smart camera has been used for surveillance
system for many places. Internet of things is the
communication of anything with any other thing, the
communication mainly transferring of useable data, for
example a sensor in a room to monitor and control the
temperature. This paper aims to describe a security alarm
system using Internet of things which helps to monitor and get
alarms when motion is detected and sends photos and videos to
a cloud server. The photos and videos are sent directly to a
cloud server, when the cloud is not available then the data is
stored locally on the Raspberry Pi and sent when the
connection resumes. Therefore, advantages like these make this
application ideal for monitoring homes in absence. The
purpose of the project is to make a system, which would detect
and take snapshots and videos of the motion when detected and
upload to an external server. The major use of the 'Motion
Detection' is at homes, buildings and also for surveillance for
security for example of server rooms.
Index Terms—About four key words or phrases in
alphabetical order, separated by commas.

I. INTRODUCTION
During the past few years, in the area of wireless
communications and networking, a novel paradigm named
the Internet of Things (IoT) which was first introduced by
Kevin Ashton in the year 1998, has gained increasingly more
attention in the academia and industry. By embedding shortrange mobile transceivers into a wide array of additional
gadgets and everyday items, enabling new forms of
communication between people and things, and between
things themselves, IoT would add a new dimension to the
world of information and communication. Unquestionably,
the main strength of the IoT vision is the high impact it will
have on several aspects of every-day life and behavior of
potential users. From the point of view of a private user, the
most obvious effects of the IoT will be visible in both
industry and domestic fields. In this context, assisted living,

smart homes and offices, e-health, enhanced learning is only
a few examples of possible application scenarios in which the
new paradigm will play a leading role in the near future.
Similarly, from the perspective of business users, the most
apparent consequences will be equally visible in fields such
as automation and industrial manufacturing, logistics,
business process management, intelligent transportation of
people and goods.
Machine learning and understanding of human actions is a
challenging area that has received much attention within the
past years. Video Surveillance is one of the active research
topics in Image Processing. Video Surveillance started with
analogue CCTV systems, to gather information and to
monitor people, events and activities. Existing digital video
surveillance systems provide the infrastructure only to
capture, store and distribute video, while leaving the task of
threat detection exclusively to human operators. Human
monitoring of surveillance video is a very labor-intensive
task. Detecting multiple activities in real-time video is
difficult in manual analysis. Thus the Intelligent video
surveillance system is emerged. The analytics software
processes video flow images to automatically detect objects
(peoples, equipments, vehicles) and event of interest for
security purposes.
Observing or analyzing a particular site for safety and
business purposes is known as video surveillance. Security
and crime control concerns are the motivating factors for the
deployment of video surveillance cameras. Video
surveillance cameras are used in shopping centres, public
places, banking institutions, companies and ATM machines.
Nowadays, researches experience continuous growth in
network surveillance. The reason being is the instability
incidents that are happening all around the world. Therefore,
there is a need of a smart surveillance system for intelligent
monitoring that captures data in real time, transmits,
processes and understands the information related to those
monitored. The video data can be used as a forensic tool for
after- crime inspection. Hence, these systems ensure high
level of security at public places which is usually an
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extremely complex challenge. As video cameras are
available at good price in the market, hence video
surveillance systems have become more popular. Video
surveillance systems have wide range of applications like
traffic monitoring and human activity understanding.
In video surveillance system we demonstrate a system
which analyses activity in the monitored space in real time,
and makes the events available for generating real time alerts
and content based searching in real time.

motion when detected and the RJ45 LAN cable to connect
to the Internet for sending and receiving data. The data can
be uploaded to external server such as FTP or SFTP or Cloud
Servers. Raspberry Pi executes the processing of all the data
and after the data is analyzed then uploading images and
videos to the ftp server and instant GMAIL notifications with
attached snapshots to user.

Advantages of video surveillance:
 Availability- There was a time when the
surveillance techniques were utilized only in
shopping centers and malls. Now-a-days, you can
notice closed-circuit televisions almost at any place
you visit, from a small store to homes and holy
places. As a result, they guarantee greater public
security at a fraction of the cost.


Real-time
monitoringTraditionally
big
organizations have always had the benefits of video
surveillance manned by security professionals. In
the past times, the events captured on video were
used to expose important information and work as
proof after the event happened. But, modern
technologies let users to check and reply to alarms
immediately.

II. PURPOSE OF THE SYSTEM
The main aim of this project is the utilization of Raspberry
Pi to depict a security alert framework utilizing low
processing power chips utilizing Internet of things which
screens and get alerts when movement is identified and sends
photographs and recordings to a cloud server.
Moreover, Internet of things (IoT) based application can
be utilized remotely to see the movement and get warnings
when movement is identified. The photographs and
recordings are sent straight forward to a cloud server, sent as
Gmail Notifications with snapshots and SMS alerts and
when the cloud is not accessible then the information is put
away locally on the Raspberry Pi and sent when the
association resumes. Accordingly, points of interest such as
these make this applications perfect for smart security
surveillance monitoring where ever the security is a big
concern and required security alert system with instant
notifications such as in Industries, Banks, IT Offices and in
Homes, this system can be best utilized. The whole report is
centered on the field of embedded system, Internet of Things
and the use of Linux based OS to run applications on them.
Existing system
In the existing method the Raspberry Pi is connected to
web camera to detect and capture the snapshots, videos of the

Fig.1. Internet based motion detection.
An Internet of Things Approach for Motion Detection
and Controlling Home Appliances without Cloud
Server:
This paper presents about monitoring and controlling of
home appliances from outside and also monitoring the
motion detection in home for unauthorized person
detection, office, industry for monitoring the machineries
etc. Here we are going to avoid the use of external cloud
server for which we have to pay some amount monthly to
get space there. Now a day's cost is a important factor. So this
project will be useful to mainly reduce the cost for monitoring
the motion from outside. So to implement this method we are
going to use ARM11 processor and Raspberry pi which is
going to act as a server in home side and ARM11 is going to
capture the pictures and finally these pictures converted into
video then this video will be sent to web Page that we created
or sent to one URL, or one IP address. So that we can see
what is happening in our house or office by just entering the
URL or IP address.
System Architecture:
In this System, we have a tendency to develop a brand new
approach for motion detection. The Block diagram of the
proposed system consists of Raspberry Pi board (Model B+)
,Wi-Fi Module, GSM Module, USB Camera and PIR sensor.
Raspberry Pi model B+ is connected to the USB camera (2
Megapixels) with the help of USB port .The operating system
installed in Raspberry pi is Raspbian operating system. The
diagram of the planning is as shown in Fig.2. It consists of
Raspberry pi processor, USB camera, GSM module etc. The
temporary description of every unit is explained as follows.
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which might be utilized in physical science comes, and for
several of the items that your desktop computer will, like
spreadsheets, word-processing and games. It additionally
plays high-definition video. The Raspberry Pi features a
Broadcom BCM2836 system on a chip (SoC), which has an
ARM1176JZF-S 700 MHz processor, VideoCore IV GPU,
and was originally shipped with 256 megabytes of RAM,
later upgraded (Model B & Model B+) to 512 MB. It doesn't
embody an intrinsic hard disc or solid-state drive, however it
uses SD card for booting and protracted storage, with the
Model B+ employing a MicroSD.
B. GSM Modem
Fig.2. Block diagram of proposed system.
The project aims to simplify motion detection and the
interface to be user friendly, which would send prompt
notifications when motion is detected using Raspberry Pi
which depict a security alert framework utilizing low
preparing power chips utilizing Internet of things which
screens and get alerts when movement is recognized and
sends photographs and recordings to a cloud server. The
photographs and recordings are sent to cloud managed
service Drobox, Gmail Notifications with snapshots and
SMS alerts to the user. When the cloud is not accessible then
the information is stored locally on the Raspberry Pi and sent
when the association resumes. The primary functions of the
project are
Detect Movement: Python script would analyze the video
of the USB WEB Camera, if there is a difference from the last
frame to current frame it would be flagged and video
recording and snapshots generation will begin.
On Movement Detected: When movement is detected,
then python script will execute on the Raspberry Pi to send an
email to the registered Email with attached snapshots and
SMS notifications to registered mobile number.
On Snapshot Save: When a snapshot is saved, by default
it is saved locally on the SD card of the Raspberry Pi. Shell
script will upload the snapshots to cloud managed service
Dropbox, which supports command line Linux based
commands. The snapshots are saved instantly if there is a
breach in the surroundings/house and the person tries to
remove the setup still the snapshots already been stored to
external cloud service Dropbox as configured.
A. Raspberry Pi

Communication among vehicle, Owner, police and
emergency is established consequently as per demand
through GSM (Global Service for Mobile communication).
GSM is electronic equipment that accepts a SIM card, and
operates over a subscription to a mobile operator, a bit like a
mobile. GSM modems are often an obsessive electronic
equipment device with a serial, USB or Bluetooth association
or it should be a mobile that has GSM electronic equipment
capabilities. GSM electronic equipment might even be a
regular GSM mobile the acceptable cable and software
system driver to attach to a port or USB port on our pc.
C. Wi-Fi Dongle
USB Wi-Fi dongle plugs into Raspberry Pi's universal
serial bus (USB) ports, allowing you to connect to a wireless
network in the industries, office, home, or a public place.
You can use this connection to access shared files, devices,
and documents, or to connect to the Internet. A USB device is
often less expensive than a replacement network card.
Adapters tend to be bulkier than dongles, but more powerful.
However, dongles fit in the pocket, so are more portable.
Enabling a Wi-Fi network by adding a USB Wi-Fi dongle has
several benefits. In the home, it allows Raspberry Pi connect
to the Internet without running cables throughout the
building or house and can share same internet with
computers or mobile phones or laptops.
D. Flowchart and Algorithm
Once the flowchart is drawn, it becomes easy to write the
program in any high level language. Often we see how
flowcharts are helpful in explaining the program to others.
Now flow chart for “Design of Security system for data
hiding Using QR codes” can be given below.

The Raspberry Pi could be a credit-card sized pc that plugs
into your TV and a keyboard. It’s a capable very little pc

483
All Rights Reserved © 2018 IJARECE

ISSN: 2278 – 909X
International Journal of Advanced Research in Electronics and Communication Engineering (IJARECE)
Volume 7, Issue 5, May 2018
III. EXPERIMENTAL RESULT
The design and implementation of the proposed smart
security surveillance system with IoT approach using the
Raspberry Pi done successfully. Tested fully developed
system to demonstrate its feasibility and effectiveness. The
screenshots of the smart security surveillance system
developed has been presented in Figures as presented below.
Experimental kit of the proposed system is shown in below
fig4.

Fig.3.Flow chart for proposed system.

Fig.4. Proposed system Kit.

Firmware implementation of the proposed system:
PYTHON: Python is a high-level, interpreted, interactive
and object-oriented scripting language. Python was designed
to be highly readable which uses English keywords
frequently where as other languages use punctuation and it
has fewer syntactical constructions than other languages.
 Python is interpreted: This means that it is
processed at runtime by the interpreter and you do
not need to compile your program before
executing it. This is similar to PERL and PHP.
 Python is Interactive: This means that you can
actually sit at a Python prompt and interact with
the interpreter directly to write your programs.
 Python is Object-Oriented: This means that
Python supports Object-Oriented style or
technique of programming that encapsulates code
within objects.
 Python is Beginner's Language: Python is a great
language for the beginner programmers and
supports the development of a wide range of
applications from simple text processing to
WWW browsers to games.
 Python was developed by Guido van Possum in
the late eighties and early nineties at the National
Research Institute for Mathematics and
Computer Science in the Netherlands. Python is
derived from many other languages, including
ABC, Modula-3, C, C++, Algol-68 and other
scripting languages. Python is copyrighted. Like
Perl, Python source code is now available under
the GNU General Public License (GPL).

Fig.5. Booting of OS and Initialization of modules when
Raspberry Pi power on
Below fig 6 shows the Raspberry Pi desktop which
contains LX Terminal, web browser etc., when OS is
successfully booted

Fig.6. Raspberry Pi desktop showing the Raspberry icon.
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Below figure 10 shows the SMS notifications received
when movement identified on mobile number configured.

Fig.7. Video in the monitor after USB Camera
initialization.

Fig.10. SMS notifications received on mobile when
movement detected.

USB Webcam video streaming can be seen in the monitor
connected to Raspberry Pi vi HDMI-VGA connector. Figure
8 shows the jpg images captured by USB Web camera when
movement identified and stores locally i.e in the SD card of
Raspberry pi.

Fig.11. Mails with snapshots from Raspberry Pi when
movement identified.
Login to Dropbox account to check whether snapshots are
uploading to the Dropbox Below
Fig.8. Images stored in Raspberry Pi when
movement identified.

Fig.9. Received mails from Raspberry Pi when
movement identified.

Fig.12. Login screen of Dropbox.
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After login in to Dropbox we can see the uploaded data
such as snapshots from Raspberry Pi as below
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Fig.13. Snapshot uploaded to Dropbox.
IV.

CONCLUSION AND FUTURE SCOPE

Hence IoT based smart security surveillance system using
Raspberry pi have been successfully designed and
implemented which is capable of recording the videos and
capturing the images and the same has been uploading to
cloud service Dropbox if it is not available then stores locally
on Raspberry Pi storage. At the same time SMS notifications
and Gmail notifications with captured snapshots will send to
user. Live video streaming also provided to monitor
continuously. It is advantageous as it offers reliability and
privacy on both sides. It is authenticated and encrypted on the
receiver side; hence it offers only the person concerned to
view the details. Necessary action can be taken in short span
of time in the case of emergency conditions such as
industries, offices, military areas, smart homes, elderly
person falling sick etc.,
Future scope: Further extensions and feature
enhancements are always inevitable in the present generation
trending technologies. As the future scope this system can be
extended further by adding additional infrared emitting
system to detect the people face if they wore the mask on
his/her face. By adding this additional system we can easily
identify the person even though the person covered his/her
face. Apart from this we can interface sensors like Gas
sensors, Smoke sensors, and Fire sensors to give alerts
respectively.
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